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1. Introduction 

Based on in-depth interviews 

conducted by the "Novi Sad School of 

Journalism" with editors of "Radio 

Television of Serbia", "Radio Television of 

Vojvodina", "Novi Sad Television" and 

magazine "Defense", it has been 

concluded that editors and journalists in 

the domestic media lack education 

regarding reporting on terrorism and 

violent extremism. It is summarized that 

in these media, journalists are guided by 

previous experiences and knowledge they 

have, ideological views and skills they 

possess. What is troubling is that the 

editors' responses have shown that the 

professional ethics of reporting on this 

topic is not respected in the media, and 

that in their own, as well as in other 

media, violent extremism and terrorism 

are reported only on the occasion of 

certain world terrorist acts. Respondents 

to these interviews are of the opinion that 

there is a lack of educational media 

content on this topic that would introduce 

citizens to the problem but also address 

the problem of xenophobia, racism and 

violence. 

In addition, the Novi Sad School of 

Journalism also conducted research 

through monitoring of selected media (TV 

Pink, Radio Television of Serbia, Al 

Jazeera, Blic, Informer, Alo, Politika). The 

results have shown that terrorism and 

violent extremism are indeed not 

adequately reported on, mainly because 

the media themselves initiate certain 

stories to a lesser extent than those on the 

media agenda for being caused by certain 

current events. In the analyzed media, the 

media initiative was recorded in 34 cases, 
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and the analyzed media reported 

on terrorism and violent extremism as 

many as 68 times. This shows the 

respondents' claim that these topics are 

mostly talked about only after a terrorist 

act has occurred. It has been shown that 

the analyzed media very rarely or never 

prepare content that would educate the 

population and thus perhaps prevent 

certain events or development of certain 

stereotypes, prejudices or prevent hatred 

in society.  

For the most part, hate is spread 

by words, which in the media can often be 

thoughtless or very intentionally created 

to lynch an individual, group or 

organization. Nevertheless, the media 

analyzed by the Novi Sad School of 

Journalism in as many as 115 cases were 

fair in their choice of terminology defining 

the actors and events of their stories; 

however, inadequate constructs or 

lexemes used to incite hatred and violence 

were noticed 25 times. 

Certainly, the genre structure on 

these topics would have to be much more 

diverse, as most factual journalistic genres 

were recorded, with news (31) and 

reports (63) leading, while there were 43 

newspaper articles and TV features in 

analyzed shows. A lack of analytical 

genres about terrorist attacks or extremist 

messages has been noted. During the 

research period only one reportage and 

not a single interview were noted. What is 

of particular concern is the source of 

media content on terrorism and violent 

extremism. Although the final score noted 

that the most media announcements (54) 

were signed by the authors, a large 

number of television and newspaper 

contents were unsigned (34) or taken over 

from news agencies (46). 

All things considered, before they 

report on terrorism and violent extremism 

journalists should thoroughly prepare and 

educate themselves about the causes and 

consequences of such events for the 

population, but also learn how to 

properly report on these topics. They 

need education primarily because it is a 

topic that addresses a serious problem of 

today, so it is also necessary for citizens to 

become familiar with it and to prevent 

certain events or its consequences. The 

Handbook on Reporting on Terrorism and 

Violent Extremism created within the 

project „Enhancement of Media reporting 

on Violent Extremism and Terrorism” will 

provide guidelines for the work of 

journalists and editors of media 

companies so that they could prepare for 

reporting in crisis situation and avoid 

unprofessional and unethical actions that 

can lead to great consequences in the 

society.  
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2. Initial Views on Terrorism in the 

Media 
 

Terrorism, viewed as a global 

threat that violently spreads certain 

ideologies with the intention of achieving 

goals, most often politically or religiously 

toned, is the topic of almost all the world's 

media today. Terrorism was recognized as 

a worldwide social problem back in the 

late 1960s when an Israeli plane flying on 

the Rome-Tel Aviv route was hijacked. 

The real expansion in defining and 

considering the term occurred in the early 

21st century. More specifically, terrorism 

came to the public 

forefront when 

virtually all the 

world media 

reported that the 

Twin Towers in 

New York were 

demolished on 

September 11, 

2001, by terrorists, 

or more precisely, 

members of the 

Al-Qaeda organization, which hit the 

Pentagon as well with the hijacked plane 

that same day. "The 9/11 terrorist attacks 

triggered the United States-led global war 

against terrorism and since then, a large 

number of terrorists have been killed and 

imprisoned" (Krstic, 2019: 122). 

The demolition of the World Trade 

Center was followed live through the 

media worldwide. To date, such practices 

have changed significantly with the 

advancement of technology, and perhaps 

most with the advent of social networks, 

which have made it possible for citizens to 

send news of a terrorist act to the world. 

Unlike 20 years ago, when traditional 

media, primarily television, were the 

primary source of information, today the 

way and the speed of learning about 

terrorist attacks are much different. 

With the help of the Internet and 

the development of new 

technologies, the world is 

getting an enormous 

amount of information 

every second. Such great 

media attention enables 

terrorists themselves to 

realize their ideas, but also 

millions of people to hear 

their threats, ideologies 

and messages. The 

Internet has provided 

terrorists with the fastest transmission 

channel for messages the traditional 

media can subsequently transmit. At a 

time when a terrorist attack occurs in a 

metropolis, citizens also take on the role 

of a journalist and report, disseminate 

photos and videos on the spot, conveying 

the mission of terrorists consciously or 

not, or, more precisely, giving the 

opportunity to the whole world to hear 

them. This can lead to fear and panic, as 

"Terrorists always need the media and 

without them, most of the attacks they 

carry out would be negligible, because 

apart from a small number of 

casualties and devastation from a 

global standpoint, those misdeeds 

would not have a major impact on 

political decision-making, state policy 

and strategic plans without media 

pressure" ( Barovic, 2013: 299). 
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this information may not be reliable, but 

can be easily conveyed by journalists. 

Therefore, the role of those who convey 

such messages is of exceptional 

importance.  

When terrorists carry out a specific 

attack or realize their ideas, media 

"support" is expected. That is, terrorists 

practically count on media support, 

which will spread fear around the world. 

"Terrorists always need the media 

and without them, most of the attacks 

they carry out would be negligible, 

because apart from a small number of 

casualties and devastation from a global 

standpoint, those misdeeds would not 

have a major impact on political decision-

making, state policy and strategic plans 

without media pressure" ( Barovic, 2013: 

299). 

In his paper, "Starting Elements for 

Media Reporting on Terrorism as a Form 

of Crisis" (2013), Barović writes that, in 

addition to media development, mass 

communications and technological 

advances, the “massive use of civil air 

transport contributes to the development 

of terrorism; flourishing of nationalist and 

separatist movements, which are often 

secretly aided by various states or state 

structures (secret services, military 

structures, etc.); the spread of radical 

religious teachings; escalation of conflicts 

in crisis regions (Barovic, ibid.: 298). 

Since 2001, when theorists and the 

mass media were branded as a global 

threat, journalists have not stopped 

looking for stories about various terrorist 

organizations, their goals and deeds. 

Terrorism has become a daily topic on the 

agenda of both domestic and foreign 

media companies. Therefore, the question 

arises as to whether the media 

encourages development of terrorism by 

reporting on it, that is, whether they 

participate in terrorist propaganda in this 

way. "The media act in two ways, because 

apart from reporting and taking a value 

stance on a terrorist act, at the same time 

they give publicity to the terrorist group, 

but also reinforce the belief in the probity 

of the idea among the like-minded group 

that carried out the act (Barović, ibid.: 

296). 

However, it is indisputable that 

citizens have the right to know if their 

lives and security are endangered. In 

addition, they should be informed when 

citizens on the other side of the world are 

threatened, because the problem of one 

part of the world may affect everyone else. 

Citizens have the right to information 

about terrorist attacks, so it is the duty of 

journalists to report on such events in a 

truthful, objective and timely manner, 

without sensationalist and unprofessional 

approaches. Crisis reporting can also 

show the extent of freedom of speech and 

the media in a particular country, which 

should protect media freedom in such 

situations. 
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2.1 Violent extremism and 

extremism in the media 

 

Perhaps they cannot be explicitly 

noticed, but messages toned with violent 

extremism are a frequent topic of media 

coverage. Violent extremists gather 

around common ideas they use to invite 

and encourage violence directed at 

particular social groups in society to 

political, religious or ideological ends. 

They use their manipulative speeches to 

convey the message, so journalists 

reporting in these circumstances must be 

well measured. Violent extremism 

messages do not need to be sent or placed 

by terrorists. We hear them in everyday 

speech as well, and are conveyed by the 

media. Violent-extremist discourse and 

increasingly louder speeches directed at 

particular religious communities, races, 

religious and other social groups can be 

observed in the media on a daily basis. 

Extremists often manipulate the 

public in their messages with a careful 

choice of words they use to, intentionally 

or not, spread lies, all with the aim of 

inciting violence. "During the act of 

manipulation, the message is constructed 

in its cognitive or affective plane so as to 

deceive, mislead, persuade into something 

that is not true. Such a message is 

therefore, always, a lie" (Breton, 2000: 24). 

However, extremists who send violent 

messages often believe in their own 

ideologies. Breton (2000) further argues 

that only man can persuade, and that 

"persuasion is inherent in the human 

species" (Breton, ibid.: 30). The author 

says that misinformation can be 

considered a "weapon of war" and that it 

is "a powerful but almost imperceptible 

tool. Those who resort to it do not shout 

aloud about it" (Breton, ibid.: 63). "Words 

should mark, evaluate, and at the same 

time give the tone, the author's attitude 

toward something. Therefore, awareness 

of what manipulative possibilities can be 

used to influence the audience by 

language should be sharpened. There is a 

long list of journalistic political 

expressions and those non-critically 

acclaimed from journalists used to 

mitigate the actual situation or manipulate 

the public" (Rus Mol and Zagorac Kerser, 

2005: 85). 

Extremist messages can most often 

be heard in speeches of politicians, who 

often argue with their opponents in the 

media. Apart from them, speakers who 

frequently send extremist messages are 

members and supporters of particular 

organizations and movements that spread 

the words they use to call for lynching 

and violence. In Serbia, for example, 

supporters of a group called the 

Leviathan Movement Foundation 

(Fondacija Pokret Levijatan), then the 

Serbian Right-wing Party (Srpska 

desnica), whose president is Miša Vacić, 

Goran Davidovic Firer, former leader of 

the banned neo-Nazi organization 

Nacionalni stroj, as well as MP and 

president of the Serbian Radical Party, 

Vojislav Šešelj, are recognized as 

extremists. 
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The Leviathan Movement presents 

itself as an animal welfare movement but 

has repeatedly threatened with violence 

and offensive comments through social 

networks. Sociologists in the media have 

argued that they respond to violence by 

violence and that they fight using "wild 

justice." They often post on their Twitter 

account photos and videos of abandoned, 

injured or killed animals, with open 

threats to those who have committed the 

acts. Thus, e.g. in a post of a video of a boy 

performing a religious rite over a dead 

animal, aired on October 12, 2018, they 

wrote:

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

"A boy from Bor thinks it is funny to make 

a parody of religious service over a 

murdered animal with spitting on it. Since 

we have found his school and his 

parents, we will explain to them in 

detail what they breed and what they 

"educate." 
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With this, they covertly threatened the boy and his parents with violence and frightened 

them by saying they knew which school he went to. 

Miša Vacić was portrayed in the media as an extreme right-winged Serb, calling for 

war, lynching and killing of political opponents, threatening with mobilization but also 

threatening journalists. He previously chaired the right-wing movement 1389, and today he 

heads the far-right nationalist organization Srpska desnica. "Only two weeks after the 

threats of ‘expulsing traitors’ in Bujanovac that initiated the case against him, at the opening 

of the committee in Šabacm. Vacić told the mayor of the city that he would "end up in the 

Drina, as did the Austro-Hungarians in World War I," and stated: "We destroyed the 

Austro-Hungarian empire, here in Šabac the forces concentrated to give them the final hit, to 

push them down Cer into the Serbian Drina River and drown them, and will do the same 

with Zelenović and his criminals," Vacić said in Sabac" (Mašina, 2019). By the way, Vacić 

was previously convicted, among other things, of discriminating against the LGBT 

population. His views are often directed at journalists as well as minorities in society, so 

they can easily be understood as an open invitation to lynch and they are, therefore, 

undoubtedly permeated by hate speech. 

. 

 

Reporting on violent extremism, "ninety percent of the time they [the media] also 

mention Islam, and three-quarters of the time they cover violent responses to conflict. The 

media frame extremist groups as both rational actors and irrational ones, sometimes in the 

same story" (Hallowell, 2016: 3).  

 

 

Across the world, recognized bearers of violent extremism are "the Neo-Nazis, the 

Ku Klux Klan, environmental terrorism, Islamic State in Iran, Syria and Lebanon (ISIL), 

Boko Haram." "The most widely-covered violence is that with purportedly religious 

claims, but the scourge is also motivated by extreme right-wing nationalism or 

supremacism, such as the Oslo bombing and the Utøya massacre perpetrated by Anders 

Behring Breivik in 2011 in Norway, the shooting of African Americans at the Baptist 

Church in Charleston, United States in June 2015 and the assassination of British Labor 

MP Jo Cox in June 2016" (Marthoz, J. P, 2017: 11). 

 



 
14 

 

2.2 Migrants - Threat or 

Fear? 

Given the lack of information and 

the increasing identification with 

terrorists, Europeans are today afraid also 

of migrants and the refugee crisis that has 

been pervasive in recent years. It can be 

said that the media and individuals who 

send messages negatively directed 

towards refugees or migrants are to 

blame for the manipulated views on them. 

In the media analyzed by the Novi 

Sad School of Journalism, it was noted 

that there is a lack of stories about 

migrants, the causes of the refugee crisis 

and possible consequences for society. The 

impression is that the media 

stereotypically portray migrants as a 

silent threat that sows fear or harasses 

citizens. In the book Against the Double 

Blackmail, Slavoj Žižek (2015) states that 

even if most of our prejudices about them 

were proven to be true (they are covert 

terrorists-fundamentalists, they rape and 

plunder ...), the paranoid narrative about 

the immigrant threat is still a European 

pathology, which speaks more about us 

Europeans than immigrants" (Žižek, 2015: 

10). Žižek further wonders what that 

obsession with the immigrant threat says 

about the weaknesses of the old continent. 

The media should pay much more 

attention to this topic, paying particular 

attention to not reporting on them as 

members of terrorist organizations. 

2.3 Terrorism and Crime 

Violence and threats with violence 

do not necessarily indicate that they were 

initiated by terrorism, so the media must 

distinguish terrorism from crime and 

clearly delineate it in their reports. "When 

in crisis situations, such as a bomb or 

some armed conflict, the media and 

journalists often face an open question: 

what is the difference between crime and 

terrorism? Theorists interpret certain cases 

of terrorism differently but agree that the 

difference lies primarily in the political 

motivation behind terrorism, while crime 

is largely associated with a purely 

material motive, if one excludes a 

pathological tendency to crimes" (Asmus, 

2002: 151, as quoted in Barović, ibid.: 298). 
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3.  Use of Terminology 

 

 Given the undisputedly great role the media play as messengers and the main 

source of information for the largest number of people on the planet, it is imperative that 

they justify this responsibility with professional reporting that implies, among other 

things, the proper use of terminology. However, before presenting some of the terms 

referring to terrorists or violent extremists in the domestic media, it is necessary to define 

certain terms. 

3.1 Terrorism 

As already mentioned, terrorism has been intensively talked about since the last century, so 

the term "terrorist" has become widely accepted to this day. However, how the term is 

treated in speech will often depend on the individuals themselves, the knowledge acquired, 

the cultural codes, the geographical origin, and the links with the actors involved in the 

attack. And the ways it is used in the media often vary depending on the type of media, the 

occasion of the reporting, but also the actor of the story. Nowadays, by increasingly 

releasing reports of various attacks, which aim to spread a certain ideology by violent 

means, media companies bid by naming their actors. For some these are terrorists, for some 

bombers and for some extremists. 

"For the media, as for the UN, the challenge is finding ‘the most objective’ term, the least 

partisan possible, to describe a particular act or violent organization. Is a group defined by 

its actions or its ideology, its means or its ends?" (Marthoz, J. P, 2017: 55). The United 

Nations generally describe a terrorist act as "any action, in addition to actions already 

specified by the existing conventions on aspects of terrorism, the Geneva Conventions and 

Security Council resolution 1566 (2004), that is intended to cause death or serious bodily 

harm to civilians or non-combatants, when the purpose of such an act, by its nature or 

context, is to intimidate a population, or to compel a Government or an international 

organization to do or to abstain from doing any act" (Introduction to Countering Violent 

Extremism, March 2019: 6). 

 It should be added that it is extremely important to know which organization is a 

terrorist one, because the public, and even journalists, can label them incorrectly. This was 

the case, for example, with the Uruguayan National Liberation Movement Tupamaro, 

"denounced as a terrorist movement by the authorities while its members saw themselves as 

progressive militants fighting against dictatorial government" (Marthoz, J.P., ibid).
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The media should pay 

attention to the transfer of one's 

qualifications, giving any expression 

about attackers quoted or with a 

source, "but they must not give 

others the privilege of defining a 

group or describing an action, 

whether they are armed groups, 

public authorities or ‘partisan 

associations’" (Marthoz, J. P: 56). 

Marthoz further states that the 

journalist must neutralize and 

objectify his declarations, and 

"particularly those expressed in 

interviews, by giving the facts, the 

figures and the data allowing the 

public to rationally judge the use of 

words" (Marthoz, J. P: ibid). He also 

added that media workers should 

not take a moral and ideological 

approach to explaining terrorism, 

and that it should not be referred to 

as the "axis of evil", "barbarity" or 

"abjection". 

3.2 Extremism 

 „Extremism can be seen as a 

stage where an ideological goal is set 

before or at the expense of most other 

considerations. As long as it involves 

respect for the lives and rights of 

others, extremism poses no danger 

from the perspective of anti-

terrorism. Extremism is problematic 

from an anti-terrorism perspective 

when it passively or actively 

promotes the use of violence as a 

means of accomplishing a goal or 

creates conditions in which terrorism 

can thrive.  

 Radicalization  is the process in which an 

individual accepts the use of violent 

means to a great extent in an attempt to 

achieve a particular political, religious or 

ideological goal. To radicalize means to 

become more radical in your political or 

religious beliefs. Certainly, it can also refer to 

a process in which one becomes more radical 

in his own ideological beliefs (ideology need 

not necessarily be religious). Therefore, a 

person who has adopted extreme beliefs is 

said to be radicalized. 

 Radicalization leading to violent 

extremism can be defined as a process in 

which an individual moves more and more 

towards adopting violent means in 

pursuit of ideological goals. It is a process 

that depends on a combination of individual 

circumstances and potential factors at the 

macro level. 

 Violent extremism  is the final stage of 

the radicalization process and refers to the 

beliefs and actions of people who support or 

use ideologically motivated violence for 

further political, religious or ideological 

purposes. In other words, violent extremists 

are not only individuals who are willing to 

accept physical violence, but also those who 

are actively supported, recruited, or 

advocated in favor of a violent extremist 

ideology. Violent extremism is often fueled by 

hate speech” (Mattei, C, Zeiger, S. 

Introduction to CVE, Hedayah) 
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3.2.1 Narratives about Terrorists and Extremists 

 

Considering that the task of a journalist is to report accurately, timely, clearly and 

concisely, and free from any bias, the media should pay special attention to how they 

arrange the story on all socio-political topics, and in particular how they name the actors of 

their stories and illustrate events using words. Various epithets are many times affixed to 

terrorist attack actors in the media, and often media companies condemn them for some act 

even before the court does. 

A more detailed analysis of the media shows that some often refer to members of the 

Islamic religion as extremists, calling them jihadists, Islamists, Islamic terrorists, members of 

the Islamic State and the like. This is not a practice present only in the domestic media but in 

the entire world. Such reporting is not only discriminatory but also spreads hate speech. 

"Conflicts in many parts of the world do not cease to testify that the names of human groups 

are much more than mere words" (Šare, 2004: 151). Therefore, a few examples must be 

provided here, showing the good and bad practices of using certain terms in reporting on 

violent extremism and terrorism. 

 Jihadist - A word meaning a fighter in Arabic that is, as evidenced by at least a 

superficial review of the media, most commonly used to refer to terrorists. "Jihad has 

become the main feature and characteristic of Islamist terrorism and one of the 

strongest tools in the hands of Islamist terrorists and their mentors in their struggle 

to achieve their ultimate goal" (Beriša, Dželetović, Barišić and Rančić, 2018: 458). The 

derivative "jihadists" is derived from the word "jihad", which stands for "holy war." 

"Jihad is a permanent state of hostility towards non-Muslims, which usually implies 

a religious war in the service of spreading Islam. However, every war is a jihad, but 

not every jihad is a war" (Beriša et al: ibid.). This name cannot be said to be 

derogatory and hate-spreading, but it is nevertheless misused to denote all members 

of the Islamic religion who have been participating in terrorist acts since September 

11, 2001. It is therefore recommended that it should not be used lightly and without 

further clarification in the media. "More recently, the term 'jihadists' has been used 

by US security analysts to refer to all those Islamic terrorist groups organized by the 

Al-Qaeda model, which often referred to themselves as 'Al-Qaeda,' even though they 

have no direct connection with the Al-Qaeda leadership" (Zirojević, 2008: 352). 

 

Several terrorist organizations that resorted to jihad should be mentioned here, such 

as: "The Muslim Brotherhood in Egypt, Hizb ut-Tahrir, (Islamic Liberation Party), known for 

the 1974 attack on Heliopolis Military Technical Academy in Egypt, Tanzim al-Jihad (Jihad 

Organization), which assassinated Egyptian President Muhammad Anwar el-Sadat on 

October 6, 1981, as well as the al-Jama'a al-Islamiyya organization (Islamic group), known 

for most acts of political violence since 1991, including attack on a group of foreign tourists 

in Luxor on November 17, 1997, when 66 people were killed. Apart from Egypt, other 
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Islamic countries have seen growing terrorist organizations calling for jihad, such as Hamas, 

Hezbollah, the Islamic State, and others listed on the above US list (Beriša et al: 460). 

 Islamists, Islamic terrorists. The use of these terms in the media has the negative 

connotation of publicizing terrorists belonging to the Islamic religion. It should be 

noted here that while most members of terrorist organizations declare themselves 

Muslim, the media should not generalize such views and call all terrorists Islamists 

or Islamic terrorists. It is extremely important to know which organization is a 

terrorist one, because the public, and even journalists, can label them incorrectly. 

Hate speech directed at members of Islam can lead to Islamophobia. In fact, it may 

lead to violent hatred, discrimination, derogatory naming, and arrogant behavior 

towards members of that religious community 

 

 Islamic state. This syntagm has become common in media practice across Europe 

and is often prefixed by "the so-called." It is the product of an energetic effort to 

separate the crimes of that organization from the religion of Islam, which is a 

politically correct, but also a defensible and noble intention" (Havel, 2015: 28), and 

moreover, the term "so-called" can often undermine what is describes, that is, it is 

often used to challenge what it refers to. The terms "ISIS" and "ISIL" are also used. 

Some dispute the use of the word state in the name of the terrorist organization, 

while others dispute the first part of the construct, which may lead to association 

with the words 

Islam and 

Muslims, i.e. with 

the Islamic 

community. 

Therefore, the 

recommendation 

is to use, instead 

of "Islamic State", 

the term DAESH, 

the Arab 

acronym of 

‘Islamic State of 

Iraq and the 

Levant’, Dawlat 

islamiya fi ‘iraq 

wa sham 

(Marthoz, J. P, 

ibid: 12). Not 

only can the 



 
19 

 

wrong choice of words seem or sound unprofessional; it can also hurt someone and 

send a message imbued by hate speech. "The role of the hate speech producer, claims 

Bugarski (2002b: 209-210), belongs not to random individuals but to influential 

political or ideological groups, which are either organized into parties or informally 

operating within individual institutions and associations, so together with the media 

they verbally express strong negative feelings, directed towards a social group that 

are labeled as antagonistic" (Silaški, Đurović & Radić-Bojanić, 2009: 203). 

 

 Shqiptars and Shkije. Almost every day, the Serbian media publish in their articles, 

and especially in the headlines, terms such as this or "Shqiptar terrorists". This 

derogatory term is mainly used when referring to the Kosovo Albanians in a 

negative context. "Shqiptar is a name of Albanian origin, which the community uses 

to refer to itself, but when used by Serbs in Serbia or Kosovo and Metohija, it usually 

has a derogatory meaning" (Šare, 2004: 201). Although they use this term to refer to 

themselves in our media, as well as in society, it is used to portray Albanians from 

Kosovo as bad or to disqualify them and further foment hatred between the two 

peoples. The term "Albanian" should be used instead of the term "Shqiptar" or their 

earlier names such as "Arnaut" or "Arbanas". On the other hand, Albanians refer to 

Serbs in Kosovo as Shkije, which also bears a pejorative connotation, and the same 

recommendation applies to use the term Serbs in the media. According to the Law on 

Public Information of the Republic of Serbia, hate speech, inter alia, that directed at 

those who belong to or do not belong to a particular religion or nation, is prohibited, 

so "ideas, opinions, or information published in the media should not encourage 

discrimination, hatred or violence against them." (Official Gazette of the Republic of 

Serbia, 12/2016). 

 Ustashe and Chetniks. Ever since the 1990s, the media has used derogatory names to 

spread hate speech directed towards a particular nation from the territory of former 

Yugoslavia. This is most often the case with Croats who are called Ustashe in Serbia 

and Serbs who are called Chetniks in Croatia. In her book How to Write for 

Newspapers, Sandra Šare (2004) states that texts mentioning members of certain 

ethnic groups should be neutral, leaving out the possibility of hate speech or 

derogatory names being implied in the words. "Do not use jargon and local regional 

names or their derivatives for ethnic minorities, as they are mostly all derogatory" 

(Šare, ibid.). The author also suggests that personal and possessive pronouns such as 

"we", "they", "our" and "their" should be avoided because they are almost without 

exception misused to incite ethnic groups to conflict (Šare, ibid.). When reporting on 

an ethnic group, one should resort to the use of standardized ethnic names, rather 

than those that may be considered offensive in our country. According to the Serbian 

Journalists' Code of Ethics, "affiliation to a particular ethnic, political, ideological, or 

other group, as well as marital status, religious orientation, social origin, is stated 

only in cases where this information is necessary to fully understand the context of 

the event being reported on" (Press Council, 2015). 
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 Militants. They use religion to violently seize power and establish Islamist states. 

"Radical Islamist organizations (terrorist ones), commonly referred to as militant 

Islamists, are the reason why not only the Islamist movement but the Islamic world 

has been generally equated with terrorism recently. Militant Islamists have 

militarized Islam, they are groups that use weapons and Islam in their fight as an 

ideological basis for mobilization" (Kulenović, 2008: 151, as quoted in: Bilandžić, 

2008: 313). The term is used to refer to certain extremist groups but is sometimes also 

used to define terrorist groups, which should certainly not be a practice in the media. 

 

3.2.2 Terrorists about Terrorists 

 

 "Terrorists rarely identify themselves as 'terrorists', because of the negative, 

pejorative connotation of the term, but use names that emphasize their ideological or ethnic 

fight, such as: 'separatist', 'freedom fighter', 'liberator', 'revolutionary', 'Soldier', 'guerrilla' 

(from Spanish 352 MP 2-3, 2008 - Terrorism as an Unconventional Security Threat (pp. 345-

367) word guerrilla, meaning 'small war'), 'rebel', 'jihadist' or 'Mujahideen'  (which is Arabic 

for 'engaged in jihad'), or fedayeen ('one who sacrifices himself')" (Zirojević, 2008: 351). 

 Even they present themselves and their missions differently on the Internet, which is 

very suitable for spreading their activities and messages. According to Evan F. Coleman, 

"three rhetorical structures that justify acts of violence stood out: the inability to choose other 

than violent action, the demonization and delegitimization of enemies, and the use of 

nonviolent rhetoric" (Romić, 2011: 376). Coleman states that terrorists claim that violence is 

"the only defense mechanism against a superior enemy whose actions are called "slaughter," 

"murder," "genocide." They present themselves as persecuted and subjected to constant 

assassination attempts, emphasizing that their freedom of expression has been narrowed or 

completely abolished" (Romić, ibid.). In order to demonize and delegitimize enemies, 

"terrorists present themselves as freedom fighters who against their will use violence against 

the enemy who destroys the rights and pride of their people while shifting responsibility to 

the enemy who is portrayed as brutal, inhuman and immoral" (Romić, ibid.). The third 

rhetorical structure implies that terrorists use a non-violent vocabulary in their statements 

and other publications to declare "non-violent commitment by a terrorist organization and 

spring international pressure on repressive governments and states" (Romić, ibid.). 

 

3.2.3 Advice for Journalists 

 

 Journalists should first use clear and comprehensible speech in their texts, i.e. the 

media content they create, especially because their posts are viewed, read and listened to 

numerous times, remain recorded or are reproduced. Therefore, it is imperative that every 

journalist be careful about using the basic tool in their work. Media companies should have 

their own internal manuals or instructions with terms that they should and should not use 
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when dealing with sensitive topics. In addition, every journalist must be aware of his or her 

responsibility and that by making the wrong choice of words or wrong reporting in general, 

he or she may discriminate against individuals or certain social groups. 

 

 Second, they need to be well informed about extremist groups and organizations so 

that they do not use certain terms in a negative context. The media often generalizes things, 

so they determine ethnicity and background based on one's appearance, which is 

unprofessional and, above all, stereotypical reporting. 

 

 Because of the enormous power the media enjoys, it is important that all media 

workers are well prepared to report on topics that touch upon or are triggered by terrorist 

attacks as the way in which they will report can have a significant impact on the public. It is 

particularly important for media companies to train individual journalists, reporters, 

correspondents, cameramen and photojournalists, who would thus specialize in crisis 

reporting triggered by terrorist attacks. Those reporting on terrorist attacks or violent 

extremist attacks by individuals or organizations should be free of fear, but very well 

prepared on the topic so that they could know what should and should not be the subject of 

their reporting, easily estimate e.g. the death toll or easily manage at any given time. 

Journalists reporting on terrorist attacks and violent extremism should avoid sending 

messages through their announcements that may incite hatred and divide on the religious or 

ethnic plane. The power of the media is enormous, since their influence on shaping 

personalities, attitudes and beliefs about society, including terrorism, is enormous. 

 

 It is advisable for the media to initiate terrorism topics themselves, but only topics 

they could process analytically, because terrorists and extremists are increasingly talked 

about only after a terrorist act in a particular part of the world. "The quality of journalism 

and its usefulness to society depend on other factors, particularly its questions about the 

phenomenon itself, its origins and consequences" (Marthoz, J. P, ibid.: 13). That is why it is 

necessary for editorial offices to single out some journalists, photojournalists and 

cameramen and train them in terrorism reporting, so that they could, in a professional 

manner, highlight topics which are, as this one, very complex and important to the public 

and which will not be published only then when their safety is compromised. The task of the 

media, and especially of public services in Serbia, which are bound by the Law on Public 

Media Services, is to inform and educate citizens on the topics they pass through their 

"gates."  

 

 The media should pay attention to the transfer of one's qualifications, giving any 

expression about attackers quoted or with a source, "but they must not give others the 

privilege of defining a group or describing an action, whether they are armed groups, 

public authorities or ‘partisan associations’" (Marthoz, J. P: 56). Marthoz further states that 

the journalist must neutralize and objectify his declarations, and "particularly those 

expressed in interviews, by giving the facts, the figures and the data allowing the public to 

rationally judge the use of words" (Marthoz, J. P: ibid). He also added that media workers 

should not take a moral and ideological approach to explaining terrorism, and that it 

should not be referred to as the "axis of evil", "barbarity" or "abjection". 
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 Journalists are recommended to focus in their publications on the work that has been 

committed and not on qualifying those responsible for it. More specifically, newsrooms 

should refrain from commenting on certain violent actions and those who committed them. 
 

 

 

4. Ethics in Reporting on Terrorism 

and Violent Extremism 

 
The main moral dilemma 

journalists face when reporting on 

terrorism and violent extremism is 

fulfilling the profession's basic obligation 

to convey the truth as opposed to giving a 

platform and helping these individuals 

and groups. On the one hand, the media 

must report on events as they are without 

censoring, beautifying, or distorting 

reality. Terrorists, on the other hand, 

cannot function without the media and 

depend on their communication with the 

public. "For an act to be characterized as 

terrorism, it must contain the intent of the 

perpetrators to place it in the media, since 

there is no modern terrorism without 

evident symbiosis with the media. 

Terrorists send a clear message through 

the media that they will continue to carry 

out their actions if their demands are not 

fulfilled, while on the other hand, this 

influences the public to exert political 

pressure on the government to (not) 

respond to terrorist pressure" (Barović, 

2012: 129). 

In addition, there is the issue of 

giving terrorists a chance to send their 

ideological messages by posting their 

announcements, transmitting video 

content they produce or interviewing the 

leaders of these organizations and 

legitimizing them in this way. One of the 

basic postulates of the journalistic 

profession is the "other party rule". 

However, the views held by terrorist 

organizations are certainly among those 

represented by a small percentage of 

people, so the appropriateness of 

presenting both sides of the conflict is 

equally questionable. But regardless of the 

frequency of appearance of an attitude in 

public, it must above all be critically 

viewed, especially when dealing with 

such a complex topic (Sambrook, 2017). 

While the temptation to portray 

terrorists uniformly certainly exists, the 

solution to this issue probably lies in the 

combination of true reporting and critical 

journalism. Rukmini Callimachi, a New 

York Times journalist covering terrorism, 

cited on one occasion the criticism she 

received from editors and readers and her 

response to them. The criticism was: 
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New York Times journalist Rukmini Kalimachi, Peter Hapak, Wired 

 

"How dare you give these people a voice? How dare you see them as anything other 

than the disgusting dogs they are?" The thing is, my reporting doesn’t deny that 

they’re perpetrating crimes against humanity, but I think that our job as journalists 

is to understand and to bring gray where there is only black and white. Because 

there’s always gray (Roper, 2016: p. 6). 
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 The truth should therefore not be twisted or hidden; extremism reporting should be 

comprehensive and strive to explain the finesse and details because this is the only way for 

the audience to get the full picture. Attitudes represented by extremist organizations must 

be strongly reconsidered and critically presented by the media, with the ultimate aim of the 

audience making the conclusions of the validity of terrorists or extremists and their 

organizations based on the information available to them. 

 

5.  Audiovisual Messages 

 The fact that the maxim of a thousand-word image is so ingrained among cultures of 

different nations across the globe speaks to the awareness that exists in humans about the 

power of the visual message. After all, looking at the entire history of the human race, the 

written word has become the dominant method of public communication only recently. 

"Humans have used pictures to record their experiences for 250 centuries, pictograms and 

ideograms for the next 20 centuries, and words for the remaining 15 centuries." (Davies, 

Bathurst and Bathurst as quoted in Dewan, 2015: 1-2). "Communicating visually is what we 

have done for the vast majority of human history" (Dewan, 2015: 2). People are therefore 

more adapted to receive information through an image than through a written word, which 

makes it easier to transmit through an image. "We are neurologically equipped with 

primarily visual sensory capacity" (Brown, 2014: 222). 

 

Analysis of studies on the effects of text illustrations showed that they increase 

understanding in 98% of experiments. Pictures facilitate learning by providing clarifying 

examples, extra-lingual information, contexts for interpretation, and redundancy which aids 

recall (Levie and Lentz as quoted in Dewan, 2015: 2). 

5.1 Audiovisual Messages in Contemporary Media 
 

The ease with which pictures are conveyed and the power of visual messages have become 

even more pronounced in the modern world, as screens have entered the daily routine and 

television and the Internet have become the dominant media of today. And when it comes to 

reporting of those same media on complex and dangerous topics such as violent extremism 

and terrorism, the already great responsibility the media has for accurate and impartial 

reporting on them becomes even greater. 

News the media communicate using audiovisual messages are undoubtedly a big influence 

when it comes to informing the public, but equally significant (if not greater) influence when 

it comes to emotional reception of the message. Visual messages can strongly evoke 

emotions and influence attitudes independently of messages in the news (Brader, 2006). This 

is especially important in reporting topics that carry a negative connotation and, as a result, 
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may evoke negative emotions. Visual information, especially negative pictures, captures the 

attention and interest of viewers, is easier to understand and remember than verbal 

information (Neuman, Just and Crigler, 1992). Negative pictures such as those in stories of 

terrorism are more likely to evoke emotions because they evoke fear of death (Landau et al, 

2004). Research in America after the 9/11 attacks has shown a strong correlation between 

exposure to media coverage of attacks and the onset of post-traumatic stress disorder 

(Schuster et al, 2001). 

 

 The effects of media reporting do not stop there. In his 2010 paper, Gadarian argues 

that the features of the media after 9/11, especially the accentuation of threatening 

information and evocative images by the media, have increased the likelihood that 

the public will support the war policy advocated by political leaders (Gadarian, 2010: 

469). This means that contemporary media, through evoking emotions, primarily 

through news-related images (Gadarian, 2010: 471), can influence changes in a 

country's foreign policy, which results in the media's sphere of influence not ending 

at the life of an individual audience member but having the potential to change the 

whole world. 

 

It is therefore important for the media to become aware of the impact they can have 

when reporting through audiovisual messages and then to understand that they have not 

only the responsibility but also the obligation to use those messages appropriately. 

 

5.2 Audiovisual Messages in Reporting on Terrorism and Violent 

Extremism 

 

When it comes to covering terrorism and violent extremism through audiovisual 

messages, the question that first arises is whether and to what extent photographs and 

recordings of such events should be published at all? 

 

 

 A photograph of a man falling from 

the Twin Towers on September 11, 2001, 

inspired a documentary and served as a key 

element in two novels (Aronson,  2016: 26). 

 

 

 

The Falling Man, Richard Drew, Associated Press 
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The footage of the murder of a French police officer following the attack on the 

editorial board of the satirical newspaper Charlie Hebdo has also stirred controversy in the 

public (Marthoz, 2017: 61). The creator of the footage stated he regretted posting on his 

Facebook profile, but also that despite him deleting the video after 15 minutes, the media 

broadcast it in its original, unaltered version without seeking permission. It shows explicitly 

two armed men shooting at the head of a police officer lying on the ground and seemingly 

raising his hand in a sign of seeking mercy. The Associated Press Agency, on the other hand, 

obtained the author authorization for broadcasting on condition that they cut off the 

moment of death, which is the standard practice of this agency (Associated Press, 2015). 

 

 

 Also, in this case it may be considered good practice to warn that the video contains 

disturbing content, as the British Guardian did when broadcasting the video (The 

Guardian, 2015). Viewed in a comprehensive way, it is difficult to come up with a 

single answer that would serve as a universal guideline for dealing with such 

audiovisual material. Therefore, a better solution would probably be to analyze the 

specific aspects of reporting on terrorism and violent extremism and try to draw 

lessons from individual examples to deal with specific situations. 

 

 

5.3 Video Posted by Terrorists Themselves 
 

Given that, in the modern world, terrorist organizations have their own platforms on 

which to publish announcements, photographs or video content, today's media are facing an 

additional challenge when it comes to reporting on terrorism. In the fight for clicks and 

ratings, they may be tempted to post videos containing terrorists sending ideological 

messages or executing people. In 2014, the Islamic State released several videos showing 

hostage beheadings. The world media then covered these events in various ways. The 

American media in (most of the victims were of American descent) showed more explicit 

details. CNN, in its coverage of the first victim killed in this way, showed photos taken from 

the video while a speaker in the studio was giving a description of the contents of the entire 

recording (Edge, 2014: p. 9). After the second murder filmed in this way, it became clear that 

this was a pattern, so each subsequent time CNN showed fewer and fewer details of these 

videos and photographs, and after the fourth time, the editorial staff decided not to show 

anything, as at that moment it was clear that this was what the Islamic State wanted from 

them (ibid., p. 16). 
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On the other side of the world, Al Jazeera is a key target for the Islamic State due to 

its stronghold in the Middle East (ibid., P. 19). Aware that it could be used as a propaganda 

tool, Al Jazeera decided not to publish any of these footages. 

 

 "What everyone in our 

newsroom noticed was that 

they made this video for the 

media, not for their own 

purpose," said Al Jazeera News 

Director Ibrahim Helal (picture) 

at the time, referring to one of 

the videos (ibid, p. 23). Given 

that the CNN newsroom came to 

the same conclusion after the 

original error was noticed, we 

can conclude from this example 

that publishing such visual 

content is by no means 

advisable. 

former director of Al Jazeera news Ibrahim Helal, Dnevnik.si 
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5.4 Showing Victims’ Bodies 
 

Posting terrorist video generally means showing victims' bodies. Again, in this case, 

the obligation to report truthfully and the duty to preserve the dignity of the victims are 

confronted. 

 In January 2019, the New York Times published a photo showing the aftermath of a terrorist 

attack in Kenya with the bodies of four victims of the attack. Shortly after the photo was 

released, there was an outcry from Kenya's public, who felt disgusted by the move (Peralta, 

2019: p. 2). The New York Times subsequently issued a statement stating they "understand how 

painful this coverage can be" and that they "want to be respectful to the victims and to others 

affected by the attack," and then explained their actions by "but we also believe it is important 

to give our readers a clear picture of the horror of an attack like this. This includes showing 

pictures that are not sensationalized but that give a real sense of the situation" (ibid., P. 7). 

However, one of the arguments raised in Kenya at the time was this: Would the Times have 

published such a graphic photograph if this had happened in the U.S. and the victims had 

been white (ibid., P. 9)? 

 

In addition, in this problem we cannot forget the desire of terrorist organizations to 

publish such videos because of the effect they can produce. Therefore, a better practice 

would be to avoid explicit content and find ways to communicate the truth by other 

methods - solely in words or as the British Guardian did after the terrorist attack in Paris in 

November 2015 - by showing photographs of victims from their daily lives (Davidson, 2015). 

 

 

 

Victims of the 2015 Paris terrorist attack, The Guardian 
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5.5 Showing Terrorists or Extremists 
 

Apart from showing victims, there are ethical issues regarding the showing of 

terrorists and extremists. After the 2016 terrorist attack in Nice, the French daily Le Monde 

decided not to publish photographs of the perpetrators of these killings, to avoid the 

potential effects of posthumous glorification (Borger, 2016: p. 4). Two more media then 

followed the move, with Radio Europe 1 deciding not to publish the names of the 

perpetrators, while La Croix stated that it would only publish the first name and initial 

(Marlowe, 2016: p. 28). French national television news director Michel Field, on the other 

hand, said that such an editorial policy could lead to the spread of conspiracy theories. 

"Anonymous attacks, without names or faces? Nothing could better activate roving 

conspiracy theories or promote social anxiety, which already suspects the media of not 

saying everything or of wanting to silence the truth" (Marthoz, 2017: 60). He also said that 

such censorship was meaningless in the age of social networks (Borger, 2016: p. 9). Besides, 

it may be poorly effective also because different media treat the perpetrators' photographs 

and footages differently, so non-publication of a photograph by one newspaper may be 

made meaningless if the reader can see the same photo in another. 

In a debate organized over such ethical issues in journalism at the University of 

Paris, several speakers advocated a middle-of-the-line approach that would involve 

publishing only photographs from police files or official documents in order to identify 

the perpetrators, and avoid constant repeating of their stories on twenty-four-hour channels 

(Marlowe, 2016: p. 32). 
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6. Live Reporting 

Media coverage can have special power in live broadcasts. Such reporting meets the 

audience's need for urgent information while contributing to the dramatization of such 

events. Some states have therefore imposed a news embargo and forbidden live 

broadcasting from the scene of the attack - officially to protect lives, but some countries also 

do it to control the flow of communications and to frame narratives (Marthoz, 2017: 74). 

In many countries, there is a ban on reporting of security operations while they are 

ongoing, as live broadcasting can reveal their location and abundance. This is also the case 

in India, which banned live broadcasting of anti-terrorist operations in 2015. The law change 

initiative came about after the 2008 Mumbai terrorist attack, when terrorists received 

information on television about tactics security forces used, but it was implemented only 

seven years later after new attacks covered in a similar way (Dhawan, 2015). 

In countries where the media do not operate under such bans, they can do what the 

Belgian media did during November 2015. Namely, following the terrorist attacks that took 

place a few days earlier in Paris, the relevant services raised the risk of a new attack to the 

maximum (Traynor, 2015). The Belgian media then respected the security forces invitation 

for "radio silence" during their operations in search of the Paris attacks perpetrators, which 

entailed not publishing any information about them, including location information 

available to editors of some media (Marthoz, 2017: 75). 

Another way of avoiding location disclosure can be used when filming a reporter, 

and it implies framing a feature in a way that only the journalist's face is zoomed so as not to 

provide any details on the location and tactics of the intervention forces (Marthoz, 2017: 75). 

6.1  Hostage Crisis 

 

Live broadcasts have particular weight during hostage crises. The 2008 Mumbai 

terrorist attack shows the effect live broadcasts can have in such situations. Following the 

attack, it was found that the terrorists who were barricaded at the Taj Hotel and Nariman 

House received information from their associates who watched the broadcast of the attacks 

on television (Ali, 2012: p. 2). 
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hostage rescue operation at the Iranian embassy in London in 1980, The Sun 

 

 

 

A better example  was set by British televisions back in 1980 during the hostage crisis at the Iranian 

embassy in London. In the rescue operation of the British Special Forces, five terrorists were killed and six 

were captured while all the hostages were rescued, except for two who were killed before the army arrived. 

During the siege of the Iranian embassy, the editors of two television stations – BBC and ITN were made 

aware of the likely outcome of the rescue operation. However, while their cameras were present on the 

scene and filmed the entire operation, these footages were not broadcast live but with a few minutes of 

delay. The regular program was interrupted to show the epilogue of the situation, but with a four-and-a-

half-minute delay on ITN and an eight-minute delay on BBC. "Both reports were delayed in order not to 

provide the terrorists with vital information that might have endangered the operation and risked the lives 

of hostages and SAS members" (Cohen-Almagor, 2005: Live Coverage, p. 4). 

 

 

 

 information that might have endangered the operation and risked the lives of hostages and SAS 

members" (Cohen-Almagor, 2005: Live Coverage, p. 4). 
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In hostage crises, it is also important for journalists to know the limits of their 

competence and not to try to mediate between government and terrorists (Marthoz, 2017: 

77). 

 

 

 As Cohen-Almagor points out, "journalists are there to cover the event, not to 

become part of it" (Cohen-Almagor, 2005: Conclusion, p. 16). 

 

 

In this regard, journalists should refrain from interviewing terrorists while the crisis 

is still ongoing. "Journalists are not generally trained for such a specific kind of interview, in 

which there is a great deal at stake and one wrongly-phrased question or badly-chosen word 

could endanger the lives of the hostages" (Marthoz, 2017: 76). 

 

6.2   On the Spot 
 

Journalists reporting on the spot should bear in mind that humanity must not be 

neglected in favor of the needs of the profession. Reporters must approach the victims 

sensitively and appropriately (Media Crime Victim Guide, p. 4). 

Simpson offered three guidelines for on-site crisis reporting: 

 Intervene when first on the scene, others can be helped, and you know how to help, 

 Do not intervene in situations in which you might endanger a life, including your 

own, 

 Understand that holding the camera or recording what you see and hear may be the 

most effective way of intervening (Simpson, 2006). 

 

However, it should be borne in mind that nothing should be moved at the scene of 

the attack, but everything should be left in its place so as not to impede the investigator's job. 

Journalists must also refrain from moving objects, bodies, etc. even to facilitate filming or 

improving photo angle (Marthoz, 2017: 78). 
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7.  Photo Misinformation 

 

A peculiar challenge the media has faced in the past few years is the emergence of fake 

news. Among them, photo misinformation is often more viral than text (Funke and 

Benkelman, 2019: p. 10). 

 
 

 Over 40 Indian police 

officers have been killed in a 

suicide attack in Kashmir by a 

Pakistani militant group 

member (Fareed, 2019). After 

the attack, fake news began to 

spread on social networks, and 

one of the misinformation 

debunked by Boom Live Indian 

fact-checking portal was a 

photoshopped photo of Indian 

politician Rahul Gandhi 

standing next to the suicide 

bomber (Funke and Benkelman, 

2019: p. 5). 

 

Mounted photo of Indian politician Rahul Gandhi with a terrorist,  

Boom Live, Getty images / Hindustan Times 

 

 

Spreading fake news on social networks is one thing, and the question is how much 

journalists themselves can do to prevent them from spreading, except for such initiatives 

that deal with fact-checking and debunking. The other thing, however, is when the 

mainstream media broadcasts this kind of news, as happened in India when several 

journalists shared a photo of an attacker in a police uniform. " The Economic Times and 

India Today — which has its own fact-checking project — published the photo both in print 

and in a video " (ibid., P. 8). This is not acceptable - the Code of Ethics from the All India 

Newspaper Editors' Conference states that journalists should strive to ensure the 

information distributed is factually accurate (Accountable Journalism, p. 7). 

Another potentially dangerous step in spreading fake news can be when shared by 

politicians and other centers of power. U.S. Republican Senator Oley Larsen urged his 
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Facebook followers to share a photo of a woman with a headscarf holding a rifle, claiming it 

portrays Democratic Party politician Ilhan Omar at an al Qaeda training camp in Somalia 

(Elfrink, 2019: p. 1). The photo was quickly found to be truly made in Somalia, but four years 

before Ilhan Omar was born (Seitz, 2019). 

 

 

 

 

 

An alleged photo of American politician Ilhan Omar at Al Qaeda training. 

The photo was confirmed as misinformation. Say Anything Blog 
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What is inconvenient to the media in the whole fake news issue is that much of the 

responsibility falls on social networks, not the media. However, social networks are the ones 

that can regulate the content that is published on their platforms, and since the business 

models of these companies are ad-centered, the motives of social networks are contrary to 

the basic principles of the journalistic profession (Buchanan, 2017) (Greenslade, 2016 ). 

 

 

 

8.  Online Media 

 

 

8.1  No gatekeepers 

 

Instead of the journalistic term "gate-keeping", theorists today speak of "gate-

opening" (Mitchelstein, Boczkowski, 2009: 571-572). Social networks, mobile phones, 

applications, citizen journalism and bloggers all reach such an extent that they are 

impossible to retain (Gruhonjić, 2015: 94). The Internet is a medium without restrictions and 

censorship where, unlike television, radio and the press - there are no so-called selection 

thresholds (gatekeepers). For this reason, it is suitable for spreading misinformation, 

announcing threats or distributing videos of disturbing events (Romić, 2011: 275-276). This is 

why there is controversy in the media public about whether anyone who produces content 

on online media can be called a journalist. 
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"If it is indeed true that much of the most 
influential and richest mass media generally pushes 

tabloid and sensational contents, unverified and 
therefore harmful information, insists on 

speed rather than accuracy, then it is equally  
true that such principles are in direct  

contradiction with responsible journalism " 
(Gruhonjić, 2015: 74). 

Such reporting, Gruhonjic said, 
leads to misinformation of the public. 
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8.1.1 Websites and Their Content Verification Tools 

 

 Verification is a key segment in the 

reporting of journalists striving for 

professional standards. It is especially 

important in emergencies such as terrorist 

attacks or situations that can be associated 

with radicalism and violent extremism. 

While this is certainly not the only way to 

reduce tensions, such reporting is helpful 

in the process of calming fears and 

tensions that are at the heart of ethnic and 

religious conflicts and preventing violence 

escalation (Durand, 2014: p. 10). 

 When it comes to online media, 

Website monitoring tools can be useful. 

For pages that are not recognized as a 

reliable choice, one should pay attention 

to the URL, i.e. whether the page is: 

registered in a known domain (e.g. rs, 

com, net), has an included impressum, 

who creates and edits the content, 

whether the site is affiliated with a 

political option or company, is there any 

contact information that can be used to 

address the newsroom, as anonymous 

pages are often the site of spreading fake 

and manipulated content. On Who.is 

service, when a station's web address is 

typed into the search box, it is possible to 

find the registration status of a domain 

name, if the data is not hidden. 

 If there is any doubt as to the truth 

of particular news on a site that is not 

recognized as trustworthy, a search for the 

news headline on one of the Internet 

search engines is suggested. Are other 

sources that convey this news reliable? 

This will also help to clarify whether the 

news may have been published much 

earlier, whether it has been modified and 

whether some of the credible sources 

convey it. Google Translate can serve to 

translate news into a foreign language and 

continue the search in that direction. 

 

 SITE Search within a website, 

example site:fakenews.rs: terorizam 

 - (minus): Everything but the 

website, example -fakenews.rs: 

terorizam 

 ALLINTITLE Search by title, 

example allintitle: terorizam   

o INURL Search by URL, 

example inrul:terorizam 

o RELATED Sites similar to a 

web address, example 

related:fakenews.rs 

o CACHE Cached version of 

a site, example 

cache:fakenews.rs 

 INFO Information about a web 

address, such as the cached 

version of the site, similar sites and 

pages with links to that site, 

example info:fakenews.rs 

 

Keywords in the Google search box can be 

helpful in verifying a webpage and its 

content. 
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8.2  Online Media and Social Networks Serving Terrorists 

 

 The development of technology and the Internet has enabled terrorist organizations 

to wage effective armed and media fights (Romić, 2011: 375). On the one hand, creating and 

maintaining websites is an easy and simple process at almost no costs; on which the 

audience is potentially the whole world population; and where it is possible to place content 

users can download for free. Romić, on the other hand, says it is still a platform without or 

with minimum regulation or other form of government control. 

 

8.2.1  Ways to Use the Internet for Terrorist Purposes (Weimann, 2008: 6-

10) 

 

 Until the advent of the Internet, the visibility of terrorist acts and their publicity 

depended on the attention of the traditional media, while today control is in the hands of 

terrorists, and these organizations also use the Internet to raise money. Another use, 

according to Weiman, is psychological warfare, which is explained as the spread of cyber 

terrorism raising concerns about what could be the consequences of a computer attack. In 

the boundless free digital library, the internet makes it easier for terrorist groups to collect 

information on potential targets. That way, they can plan the attack in detail, and guidelines 

such as maps and instructions are often encoded and hidden in some graphic document. 

 

 However, coding is not always complex. Mohammed Atta’s final message to the other 

eighteen terrorists who carried out the attacks of 9/11 is reported to have read: “The semester 

begins in three more weeks. We’ve obtained 19 confirmations for studies in the faculty of law, 

the faculty of urban planning, the faculty of fine arts, and the faculty of engineering.“ The 

reference to the faculties was apparently the code for the buildings targeted in the attacks - 

World Trade Center buildings, the Pentagon, and the White House (Weimann, 2004: 10). 

 

 Connecting of terrorist groups (Romic, 2011: 378) has also been facilitated in the age 

of social networks, and diverse information sharing is enabled, Romić explains, so websites 

and forums allow terrorists from Chechnya, Palestine, Indonesia, Afghanistan, Turkey, Iraq, 

Malaysia to exchange practical information such as instructions on making bombs, setting 

up terrorist cells or conducting attacks. Many of these sites offer free access to various 

terrorist manuals. 
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  In 2003, Al-Qaeda launched a campaign (Romić, 2011: 377) aimed at potential recruits, which 

in addition to religious proclamations and strong anti-American propaganda, included 

training manuals and instructions on how to reach Iraq and participate in jihad.. 

 

 

 The characteristics of the Internet that are observed on social networks and that are 

helpful to terrorist groups are, above all, anonymity of communication, rapid flow of 

information and what is crucial for journalists, possibility to influence the creation of reports 

by the classic media that are increasingly using the Internet as a source of their information 

(Romić, 2011: 375). 

 

 The Islamic State has very cleverly manipulated the embedded functionalities of social 

networks such as Twitter (Damjanović, 2018), where they were most prevalent, and benefited 

from video processing programs to produce film content that, Damjanović points out, has a 

narrative structure and quality that far exceed any previous attempts by other terrorist 

organizations. 
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9. Social Networks without 

Gatekeepers 

 The last decade has been marked by two major shifts in the world of communication: 

in 2013, for the first time, more than half of all new mobile phones sold were smartphones, 

which significantly improved and facilitated taking photos, filming, and placing content on 

the Internet. The second is the development of social networks, and now every minute 100 

hours of content is uploaded on YouTube, 250,000 tweets are sent and more than two 

million posts are shared on Facebook (Wardle, 2014: p. 1-4). Often, in emergencies, 

journalists too report on social networks and portals as events unfold. In these situations, 

decisions are made quickly, which can lead to sharing unverified or semi-accurate 

information (Buttry, 2014: p. 20). This can also be the result of posting on social networks 

that have allowed everyone to post content faster and without editorial control, which is 

why audiences are less likely to send information to the media (Wardle, 2014: p. 6). 

 

 Anonymous Serbia Facebook page published a collage of 12 photos of women allegedly 

attacked by migrants, with the message: "European survivor women attacked by migrants. 

Many are not alive. 40,000 criminal attacks by them in Germany alone in 2019". However, the 

truth is, the FakeNews tragač portal writes, that there is no evidence that women in the 

photos are victims of migrants, and that most of the photos date from the period before the 

start of the migrant crisis in 2015, as determined by the reverse image search system. After 

analyzing the FakeNews tragač news, the Anonymous Serbia page issued an apology to its 

followers and a promise to be more responsible in the future when it comes to serious 

announcements. 

 

9.1  Radicalism on Social Networks in Serbia 
 

Although, according to police data (Deutsche Welle, 2020), the number of incidents 

involving migrants has been negligible since the start of the crisis in 2015, with about one 

million migrants passing through Serbia, on social networks in Serbia migrants are often 

accused of robbery and arson, attacking women, stealing bags and stabbing. A frequent 

argument for accusing migrants is budgetary allocations for their needs, although from 

2015 to 2017 alone, Serbia received more than € 80 million from the European Union for 

refugee care, according to data published by the Deutsche Welle website. 
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 In the early 2020s anti-immigrant policy in Serbia is actively pursued on social networks as 

well as on the streets. Namely, on a YouTube footage placed by Srbin info account 

(СРБИН.инфо), a dozen people who call themselves "people's patrol" share pamphlets to 

migrants from Syria, Afghanistan and Iraq in Belgrade with the warning: "Due to frequent 

sick attacks on Serbian women and girls, you are prohibited from moving outside the migrant 

centers from 10 pm to 6 am and moving in a group of more than three people during the day. 

Attacks on our citizens will not go unpunished." (Deutsche Welle, 2020). One of the Facebook 

groups that daily reports on the alleged news of the migrant attacks, called the United 

Citizens of Subotica, calls for a protest "against settlement of migrants in Subotica and 

Serbia". The FakeNews tragač found some of the news in similar groups to be false, and the 

organizers' announcements and comments from members of such groups abound in migrant 

expulsion narratives, which are warned about by NGOs for the Vojvodina Research and 

Analysis Center of being very dangerous and "infecting" a large number of people with a 

particular dose of xenophobia in a short time. 

 

 

 

 When the SM info Facebook page reported that a "serious incident" had occurred and that 200 

migrants had broken glass and attacked staff at a detention center near Šid, FN Tragač 

received information from the Commissariat for Refugees and Migration of the Republic of 

Serbia that there had been a minor squabbling among migrants in which glass was broken, 

but no reception center staff were attacked and neither was the alleged incident participated 

by 200 migrants but by much less. The Commissariat has said that such announcements serve 

only to spread panic. The SM info page announcement has been shared on Facebook 349 

times, including by the Vojvodina info portal and the Serbian Chetnik Association Facebook 

page. 

 

 

 A video was posted on the YouTube channel of the Serbian Movement Dveri in which 

movement president Boško Obradović, using a glass with water and another with black 

liquid, explained that in the future Serbian citizens would be replaced by migrants. Although 

he initially states that he absolutely agrees that "people fleeing war should be helped," the rest 

of the video does not address possible solutions. Considering that only 292 people applied for 

asylum in Serbia in 2018, of which 24 were approved, the Deutsche Welle website concludes 

that these predictions could be met in about 291,667 years. 
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 Extremely right-wing attitudes also found their place among younger YouTubers. After the 

members of the Leviathan movement appeared in a video of the famous Serbian YouTuber, 

Bogdan Ilić (Baka Prase), the media estimated that this movement received the potential 

audience counting millions of the youngest generations (Autonomija, 2019), because it is an 

audience that trusts the YouTubers more than traditional media (Talas, 2019). 

 

 

 The debate over Serbian YouTubers arose after the German organization Deutsche Welle 

Academy funded a project on ethics on YouTube, during which, among other things, well-

known YouTubers recorded two songs criticizing trends in the Serbian YouTube scene. Most 

notable was the debate between Kristina Đukić (K1KA) and Bogdan Ilić. In his videos, Ilić 

labeled as hypocritical (Talas, 2019) everyone who participated in the project because he 

thought they themselves were producing content they criticized, and he also made 

inappropriate comments about Kristina Đukić. The epilogue to the story happened when 

Baka prase aired a video called "Ovo je prevršilo svaku meru" (This has gone too far) with 

members of the Leviathan Movement, the animal welfare movement with far-right views. 

The media said that Pavle Bihali and Aleksandar Buhanac used their guest appearance with 

Baka Prase to point out that the attack on him was actually a broader part of the 

"persecution" organized by "Western powers", which Ilić himself stated at the beginning of 

the video: "Some people abroad are attacking Serbia, attacking us as a community and want 

to bring down everything we have built. Now, why, why they fund it, I am not even sure 

myself. But they know more about who the Deutsche Welle is." Bihali adds that the topic of 

the video is important "because we are bound by the fact that the same people undermine 

some good things coming from Serbia and try to devalue them and put them in the context of 

something negative and personal interests." In the continuation of the video they identify the 

"media attack" on Ilić with the criticism they receive for their work from "leftists or 

autochauvinists", and throughout the video they argue that "Western powers", with the help 

of "autochauvinists," influence the change in values in Serbia. Media such as Vreme, Danas 

and N1 have been criticized for being against "everything that is normal." Goran Davidović 

Firer, former leader of the banned neo-Nazi organization Nacionalni stroj tweeted after the 

video: "The unity and solidarity of all Serbs matter, regardless of commitment. Good luck to 

the brothers!" 

https://www.youtube.com/watch?v=iP33jSOT8Sw&t=1028s
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 The Leviathan group, the animal welfare movement with far-right views, has come 

under scrutiny for statements and actions in which they "take justice into their own 

hands" (Talas, 2019). They attacked tweeter Baz Killington for being a "poisoner", and 

on Instagram, along with an APB with his picture, offered a cash prize for 

information about him. Bihali and Buhanac were arrested for threats on the Internet 

directed at a dog asylum on suspicion of having committed the criminal offense of 

endangering security. They also actively attacked Sofija Todorović, who posted on 

Twitter videos of a right-wing gathering in front of Roma bakery in Borča. In 

addition, Bihali shared on his Facebook profile photos in a T-shirt with the image of 

former Zemun clan member Luka Bojović and other well-known criminals, reports 

Talas portal. When the Leviathan Movement announced its candidacy for elections 

in Serbia in 2020, a petition was made on the Internet against this group, and the 

authors stated that the Leviathan did not respect human and minority rights, 

encouraged inequality, hatred and intolerance based on racial, national, religious or 

other affiliation, as well as gender, physical appearance and mental state. 

 

 

 

9.2  Crowdsourcing 

 

 In emergency situations, the public trusts official sources such as news organizations, 

emergency services and authorities. On the other hand, official institutions increasingly see 

the audience as a source of new information, or as an important segment for determining the 

broader context of events (Silverman and Tsubaki: 2014). When audiences become involved 

in the production of information, then we talk about crowdsourcing as a form of production 

(Gruhonjić, 2015: 85). 

 A few days before the July 7, 2005 bombing in London, the BBC News formed a platform to 

collect and verify content that was coming from the 

audience. When information emerged in the media 

about the London subway hit, a photo came to the 

newsroom after the attack, which the team first 

checked and then called by the source to confirm 

details, after which the photo was released. It was 

the first time that user-submitted content was treated 

this way, and photography was crucial to the BBC as 

it accurately and quickly reported on the situation on 

the ground. 
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 Audiences have always been a source of news and one segment in content 

verification in emergencies, with social networks nowadays enabling audience 

participation in a shared decision-making process at a much larger and broader level, 

and at the same time faster (Ingram, 2014, p. 1). The flood of information on the 

Internet is such that it exceeds processing capacities, so it is increasingly difficult for 

citizens to separate irrelevantly from relevant, credible from false (Gruhonjić, 2015: 

76). During emergencies, accurate information can be a life-saving resource, but in 

such circumstances, it is most difficult to obtain reliable information (William 

Spindler vs. Silverman, (ed.), 2014). 

 

 Following the 2013 Boston bombing, fake news from social networks was circulating around 

the world (CNN, 2013). A photo of a man hugging a woman lying on the road was followed 

by a story that the man planned to propose to her when she passed the target, but she died 

just before the target. The truth is, in fact, that the man comforted the injured woman, and in 

the false context the photo was shared more than 92,000 times on Facebook in a day. In a fake 

Twitter post, someone who posed as a marathon organizer promised to donate one dollar for 

each comment for the marathon victims' families. A few hours was enough to garner more 

than 50,000 comments. The profile was blocked when it turned out to be a misuse. The news 

on social media that the government had ordered a break in the mobile signal to prevent the 

attackers from detonating more bombs was also not true. There were conspiracy theories, for 

example, that the perpetrators carried out the attack with the intention of manipulating the 

public and hide the actual organizers of the attack standing behind everything. 

 

 
Photo: CNN 
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When they receive news from a source or find it on the Internet and social networks, 

journalists are advised that they should start from the view that it is inaccurate information. 

Although an important source, citizens may maliciously or unintentionally lie or pass on 

semi-information. It is not the job of a journalist to simply transmit news without checking 

their accuracy, so it is important to ask the key question: "How do you know that?", to 

request evidence such as videos, photos or documents, which can then be verified with a 

tool (Buttry, 2014: p. 4), and to compare information with that obtained from other sources 

(De Rosa, 2014: p. 1). 

 A video shared by a Dutch journalist and Tirana correspondent, Vincent Trieste, on his 

Twitter account was shared by a range of media in Serbia with the news that an armed 

extremist group, posing as the Albanian National Army (ANA), was asking the Albanian and 

Kosovo governments not to trade territories. However, the Fake News tragač portal found 

that the video was more than eight years old. 

 

On the other hand, social networks allow journalists to connect and communicate 

with the public, and can serve as a platform for journalists to respond to rumors and check 

information to avoid misinformation and thus conflict escalation (Durand, 2014: p. 10). 

 BBC Africa reporters took to Twitter to explain in a long series of tweets the process of 

deconstructing a video that appeared on social networks showing a group of soldiers killing 

women and children. There was a dilemma about the location: the Cameroon government 

rejected the allegations that it was Cameroon, which the BBC denied. The tools used to 

determine the location and time of the video were Google Earth and satellite imagery, and 

this was helped by the brand of the weapon used, the nicknames heard on the footage and 

photos of soldiers from Facebook. The BBC also received a confirmation from a former 

Cameroonian soldier who wanted to remain anonymous. The whole process can be viewed 

on the BBC Africa Tweeter account. 

 

 

 

 The importance of crowdsourcing to journalists can be seen in the example of Andy 

Carvin's Twitter editorial, which consisted of hundreds of Middle Eastern sources he 

created during the Arab Spring. Starting with people he knew personally, he sought 

out new sources. On Twitter, he checked the information by asking his followers for 

help, after which he posted the results. He organized the list by topics and 

geographic locations of the sources, and it was a tool that made it possible to post 

news about several war conflicts on social networks. Source verification is a key 

segment of this mode of operation, and Carvin often spoke with his contacts over the 

phone or met to build a better relationship. 
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9.3 Tools for Verifying Profiles on Social Networks 

 

As already explained, social networks can be a suitable ground for spreading fake 

news, and in this respect, the role of journalists is not to convey everything that is viral, but 

rather to verify such content. Today, there are a number of tools for monitoring profiles on 

social networks. 

 One of the tools for monitoring Twitter accounts is the Twitonomy platform. It 

provides an overview of all the details on a profile, such as, for example, 

followers, how regularly the user posts, which part of it is retweeted, that is, 

shared posts of other accounts, whose posts are most commonly shared, to whom 

they most often respond in the comments, on what days and at what time the 

user is most active. In addition to the Twitter user account, it is also possible to 

analyze hashtags. 

 

 It is possible to find certain information about the history of a Twitter account on 

the platform Mentionmapp. 

 

 It is possible to refine your search on Twitter (Twitter Advanced Search) by 

selecting or excluding keywords, selecting before and after dates, or selecting a 

specific time period, location, language. It is also possible to search for posts of 

one or more accounts, search for tweets as responses to a single account, or 

search for tweets in which a specific account is tagged. 

 

 On Facebook it is possible to search earlier posts of persons and pages by date 

using the Graph tips site. It is necessary to find the ID number of a profile or 

page, select search for posts, images, videos, places, events, people or pages, as 

well as the time period in which data is searched. The ID number can be revealed 

by right-clicking on the analyzed profile or page (in the gray sections), and 

selecting "View page source". On the page that opens, the ID is found by 

searching for keywords (CTRL + F) "entity_id" for profiles or "page_id" for pages. 
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10.  Fake News 

 

In their research, members of the FakeNews tragač newsroom have come to the 

conclusion that false announcements of chaos, wars, conspiracies or terrorist and bombings 

never occurring are often in the Serbian media (Grnja Klaić, 2018 cited by FakeNews Tragač 

2019). Tabloids in Serbia annually announce wars and conflicts with almost all of Serbia's 

neighbors every second or third day, and the most common actors are Albanians, commonly 

referred to as Shiptars by the media, according to research by newsroom members of the 

FakeNews Tragač. 

 

Source: FakeNews tragač 

 

 The daily Kurir, in the article "Pobićemo orlove!" (We will kill the Eagles!) announced that 

the Islamic State's Albanian branch was preparing an attack for the Serbia-Switzerland match 

at the 2018 World Cup. In the video referenced by the media, one can hear the recounted 

threats made by ISIS while talking about the football championship before it began, but by 

examining the video, FN Tragač determined that the threat allegedly addressed to Serbian 

footballers and fans was not among the threats, nor was there any suggestion that these 

threats come from a Balkan branch of the Islamic State made up of Albanians. 
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10.1 The Imperative of Verified Information 
 

Publishing only verified information should be a must in every segment of 

journalism, but in crises such as terrorism and violent extremism it becomes particularly 

important. It would be good if the media refrained from qualifying a particular attack as 

terrorist until they received confirmation from official institutions, as Al Jazeera journalists 

do. In addition, the number of casualties is always one of the most important information for 

the audience in such events. The BBC Reporting Guide states that the first estimates of 

victims are often proven to be incorrect. Therefore, if different sources give different 

estimates, either the range between these figures should be published or the source with the 

highest authority should be chosen (BBC, p. 1). 

The media must also be careful when accusing individuals of terrorism. A bad 

example in this case was set by British Channel 4 when it mistook the identity of the culprit 

after the attack that took place outside London's Westminster Palace. The British Office of 

Communications, the broadcasting and telecommunications regulatory body, then ordered 

Channel 4 to broadcast correction and apology (Sweney, 2017). 

Precise and accurate reporting is not only important in emergencies when an attack 

occurs. It is essential to report carefully on phenomena such as violent extremism, 

radicalism, or situations where ethnic or religious violence is discussed or presented 

visually (Durand, 2014: p. 10). 

 A photo from a Facebook profile of the brother of Roma bakery owner in Belgrade (Borča), 

was shared on a number of media and social networks in April 2019 with the news that "the 

bakery owner took photo with the symbol of Greater Albania" or that it was his son, as well 

as that the photo was posted on Facebook a few days ago. The photo shows New Year's 

decorations, which is a clear indication that the photo was not made in those days, and two 

years before it was posted on Instagram. The son of Roma bakery owner is only four years 

old, and there has been no mention of the Greater Albania symbol. The "Duart e kryqëzuara", 

a symbol of ethnic Albanians, in international sign language is a symbol of the state of 

Albania. The Telegraf portal also shared a Facebook post calling for a protest outside this 

bakery. During the protests, a group of extremists wore the "For King and Fatherland, with 

Faith in God" flag and a severed pig head was left on the bakery owner's vehicle. The media 

reported that at the protests shouts could be heard such as: "Kill, slaughter, so that no Shiptar 

exist", songs about burning mosques, and Pavle Bihali Gavrin of the Movement Leviathan 

Foundation, which participated in the protest, called it "a performance". Following these 

events, an employee of Roma bakery in Borča, according to the owner, left Serbia for fear of 

his own life. This is not the first time that controversial texts have been published in the 

media regarding Albanian bakeries in Serbia calling for their boycott or expulsion of owners 

from Serbia, they are referred to as the "Shiptar Bakery Mafia", the bread they produce is 

referred to as the bread of the funders of slayers and killers of Serbian children, and the 

symbol of the two-headed eagle was earlier presented as a symbol of the KLA terrorist 

organization. The story was investigated by FN Tragač, who later learned from locals that 

during these events, two bakeries were closed in Pančevo and one in Dolovo in one day, 

whose workers had left Serbia. 



 
49 

 

10.2 Verification 
 

The unrestricted freedom of the Internet makes it possible to spread misinformation 

on a larger scale faster, but unlike the analog age, there are a number of content verification 

tools on the Internet today that make it easy to detect and deny manipulative news, photos 

and videos. 

Terrorist attacks are unpredictable, and contradictory and unverified information is 

not uncommon in such situations, which is why it is advisable to understand the 

information verification process in advance and become familiar with techniques that can be 

helpful for verifying content (Silverman and Tsubaki, 2014: p. 14). ). As in an emergency 

news arrives constantly, it is a mitigating circumstance that new tools have been developed 

in recent years that are simple and enable anyone to master new ways of checking 

information. It is necessary to determine in advance which information verification systems 

are adequate at such times, and to create harmony between people and technology so that 

verification can be the fastest and most reliable (Silverman and Tsubaki, 2014: p. 18). 

The development of technology has brought about the development of digital tools 

that offer new ways to reach sources. Successful verification is the result of efficient use of 

technology and commitment to timeless standards of accuracy (Buttry, 2014, p. 20). This is 

especially important because each type of verification has its drawbacks (De Rosa, 2014: p. 1-

4): in emergencies, journalists rely on official information they receive from the competent 

authorities and event witnesses or participants, but this information can also be misleading, 

and it is necessary to examine seemingly authoritative sources as thoroughly as any other. 

The process of verifying news varies on a case-by-case basis, making it impossible to 

talk about the verification steps, but about a strategy for identifying, verifying, and then 

deconstructing fake news. Verification is the essence of journalism striving for high 

standards, and the principles of verification are timeless and can be applied in any situation 

(Buttry, 2014: p. 10). 
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Guidelines for the recognition and deconstruction of photos and videos (revised 

classification by Jovović and Janjić, 2019) 

1. Origin of Content 

 Internet search engines give the option of "reverse search", i.e. data search by image. 

The Google Images page provides within the search box a camera icon ("Search by 

image"). Search can be done using the URL of an image already on the Internet, or by 

adding an image stored on your computer. 

       
 

 Google will display information on which sites have shared the authenticated image, 

and in addition, Google Advanced Search can narrow down the results by selecting 

the time frame in which the image appears or, for example, by selecting image size. 

The image with the highest resolution, that is, the highest quality, is most often 

original (Jovović and Janjić, 2019: 13). 

 

 Similar search results are obtained from Russian search engine Yandex, and the Tin 

eye, which offers the option of sorting results by date of publication, and can easily 

find the first source of an image. It is also possible to search for altered but similar 

photos to verify its authenticity. 
 

2.   Source of information 

 It is advisable to contact the person who posted the content to verify that the source 

is also the author of the image, but only after preparing for the interview, which 

involves people search. Traces on various social networks users unwittingly leave 

can provide significant information (Wardle, 2014: p. 33). 

 

 Search can start from first and last name on people search sites. These include Who 

is, pipl.com and linkedin.com. However, only part of the personal data can be 

obtained free of charge (Jovović and Janjić, 2019: 13). The Pipl site is useful because it 

allows you to compare names, usernames, e-mail addresses and phone numbers with 

profiles on the Internet. Webmii may be a useful tool for international searches, while 

Linkedin provides additional opportunities to find people through companies or 

organizations to which they are currently or were previously related (Barot, 2014: p. 

20). 
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 During conversations with a source, it is advisable to ask questions the answers to 

which are already known or that can be checked using a deconstruction tool, such as 

where exactly the image was taken or which camera was used. This can be used to 

check whether the person is indeed the author of the content (Wardle, 2014: p. 30). 

People who were at the scene are likely to describe details in the present tense, and 

since more photos are often taken in important situations, it is possible to ask the 

source to send more photos, which may be one of the indicators of authenticity. 

France-Presse Agency established a practice to first ask the source whether he is safe, 

then whether he is the author of the content, and then, explaining what it would be 

used for, seek permission to use the photo or video (Marthoz, 2017: 64). 

 

 
3.  When and where the content originated 

 Photos: Even when the photo or video is authentic, there is a possibility that they were just 

put in the wrong context. 

 

 The media reported as a scandal that after the Novi Sad half marathon on the Varadin Bridge, 

Albanians unfolded the Albanian flag. The flag of Macedonia is clearly visible in the upper 

right corner, and the photo, as identified by the Fake News Tragač portal, was posted by 

Voice of America in 2016 from the protests of Albanians in Skopje. 

 

Source: Voice of America 

 

 



 
52 

 

 It is important to check whether similar images and videos from another angle are 

posted by media and people on social networks. In addition, if available, it is important to 

look carefully at meta data (or EXIF data) that can provide the right answers (Barot, 2014: p. 

28). If the image is original, there is a chance that the data, such as the make and model of 

the camera, the size and time of the image, will be specified in details (Right-clicking on the 

image stored on the computer will open a drop-down menu in which to select the Details or 

Properties option). 

Meta data can be viewed using Photoshop or by adding photos from your computer 

or through a URL on free internet services such as Findexif, Photo forensics or Forensically 

site that, looking for differences in the quality of photos, can detect those parts of the image 

that have been altered. One should be careful because metadata can be set to factory settings 

or another time zone (Barot, 2014: p. 28), and it should be borne in mind that on most social 

media such as Twitter, Facebook and Instagram most original meta data will be removed 

from images. 

Sometimes investigating this information only takes looking carefully at the photo 

which may include the license plates on vehicles, road signs or billboards, attention should 

also be paid to the way people from photos and videos are dressed, to weather conditions, to 

landmarks such as famous monuments or recognizable buildings and shops (Barot, 2014: p. 

32). The Wolfram aplha platform, among other things, allows you to check the weather for a 

specific date, which can be useful to compare with the photo being examined if it was taken 

outside (Jovović and Janjić, 2019: 14). With Google Lens, it is possible to take text from a 

photo, making it easier to translate captions in a foreign language using Google translate. 

 

 Although at first glance it seems that the photo was taken in the Middle East, there is 

noticeable Western European architecture behind the protesting group, while the billboard 

features the French newspaper L'Humanite (Jovović and Janjić, 2019: 14). 

 
  

Source: First draft 
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If it is stated where the content was recorded, prominent elements in a photo or 

video, such as shop windows, billboards or tall buildings, can be compared to those on 

Google Maps (Google Earth) or Wikimapia (Barot, 2014: 36). It should be checked when the 

videos from the mapping platforms have been updated, as the actual situation may have 

changed since then. 

 Videos 

Video manipulations can be misleading translations, editing that conveys a message 

that was not stated in the original context, and misrepresented to claim to refer to a place or 

situation that corresponds to the intent of the source who publishes it. The development of 

technology and artificial intelligence has contributed to advances in video manipulation, 

which is why journalists must be extra careful before sharing video content (Calovic, 2019: 

8). 

Aside from the importance of observing all the details seen in videos, the advantage 

of the video is that the voices can indicate what language or dialect is involved. If the video 

is in a foreign language, Google search engine can be sued to translate the text, but that 

translation should be used with caution. In some situations, it is necessary to hire translators 

or speakers of the language identified in the video (Jovović and Janjić, 2019: 14). 

 

 With a video of a group of Albanians singing in a Subotica cafe, media reported that they 

were singing war songs and "calling for the slaughter of Serbs". The Fake News tragač then 

consulted colleagues from the Albanian fact-checking website Faktoje and BIRN Kosovo 

newsroom, who separately confirmed that there was no mention of Serbs or war in the video, 

but that it was a love song, and that the only conflict mentioned is the one between the 

daughter-in-law and mother-in-law. 

 

The first version of videos from social networks can be found by typing keywords, 

from descriptions or video tags, into the search box on YouTube, with sorting by posting 

date. More detailed video information can be obtained from the YouTube Data Viewer 

service. This service also allows you to take images from a video clip (or by taking 

screenshots), which can later be used to search by image. It should be borne in mind that the 

original video may also have been uploaded on a video service with a range shorter than 

that of YouTube, such as Vimeo or Dailymotion (Jovović and Janjić, 2019: 13). The InVid-

project platform can also be used for detailed analysis of videos from social networks or 

from computers. For example, video metadata, comment views are available, and video can 

be viewed by frames. 

 



 
54 

 

 

 Authentication: 

1. Boston journalist Dan Lampariello, considered by Storyful members to be a reliable source, posted 

a photo of the explosion, which featured the same runners as the video, and the tweet had a geo tag of 

the street from the video 

2. The location was verified using Google's Street View. 

3. The video was uploaded to the YouTube account NekoAngel3Wolf, using a unique video code; on 

Twitter, profile NightNeko3 was found which posted the same video, as well as on Pinterest, which 

also gave the real name Morgan Tracy, under which she was found on Facebook. 

4. From the description of the video on Twitter, it could be learned that it was recorded by her 

mother, Morgan Tracy, whose last name was on the page of registered members of the Boston 

Athletic Association with the name of Jennifer, who was on the scene at the time of the explosion. 

5. Her address was found on Spokeo's website, and LinkedIn stated she was employed by the New 

York State Department of Health. 

6. Cousin Gerard Quinn, who commented on family videos Morgan shared, posted on his profile that 

he was proud that his niece Jennifer was running in the marathon and later that Jennifer was fine 

after the explosion. 

7. Her phone number was found in the public directory, and she confirmed she made the video. 
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11. Conclusion  
 

 

 Reporting in the context of terrorist actions, but also during events that can be 

linked to violent extremism, is difficult and complex. Editors and journalists 

must be aware that not everyone is equally psycho-physically ready and capable 

of this type of journalistic work. Some people are simply less, and some are more 

sensitive to human suffering - refusing a task is therefore not a signal of 

irresponsibility on the part of the journalist, but quite the opposite. Moreover, 

forcing journalists to report against crisis events against their will usually not 

result in quality reports. It is important for the media to establish clear rules, 

procedures, and strategies for editors and journalists to report in extreme 

circumstances. Of particular importance may be the special psychological 

treatments provided to journalists returning from vulnerable areas, but one 

should not neglect seemingly trivial things such as the telephone numbers they 

can call, or the list of addresses to which reporters abroad can go. if their lives are 

in danger. The professionalization of reporting on terrorism and violent 

extremism is still in its infancy in the Western Balkans, although it has been an 

endangered area for decades, and we believe that all of the above in this 

handbook can serve as a model for better practice. We hope that the handbook 

will contribute to more responsible reporting on terrorism and extremism, which 

will result in a higher professional standard for both individual journalists and 

newsrooms. 
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Recommendations for reporting on terrorism and violent extremism 

 

1. Inform yourself well about extremist and terrorist groups and organizations to avoid 

misclassifying story actors in some of them, clarify the context and history of such groups, and report 

critically on hate speech, discrimination, ethnic or religious violence; 

2. Specialize in reporting on terrorism and violent extremism so that journalists can inform the public 

about the global problem as professionally as possible; and during emergencies, form an editorial 

office for crisis situations; 

3. Avoid taking a moral and ideological approach to explaining terrorism; 

4. Focus reporting on the act that was committed and not on qualifying those responsible; 

5. Do not qualify every attack as a terrorist attack and do not accuse the attackers of the attack until 

there is confirmation from official institutions; 

6. Do not publish videos showing killing or torture, even when censored; 

7. Preserve the dignity of victims - Avoid posting videos of their bodies, and be careful when 

declaring the number of victims, and if there are conflicting data, indicate the range between the 

figures offered; 

8. Avoid the glorification of terrorists or extremists themselves - publish photos and videos showing 

them only when necessary; 

9. Be especially careful when reporting live, especially from the point of view of assisting terrorists or 

extremists by providing them with important information, do not publish unverified or partial 

information 

10. Avoid interfering with the work of the security services - "journalists are there to cover the event, 

not to become part of it"; 

11. Do not use jargon, local or regional names or their derivatives for referring to ethnic minorities, 

as they can send hate speech, that is, use those ethnic names that are standardized; 

12. Pay particular attention to content verification due to the frequent contradictory information that 

emerges in emergencies; 

13. Use useful tools on the Internet to check the accuracy of information, try to contact the author or 

source of content; 

14. Strive to reduce fear in the public and not to contribute to spreading panic by publishing 

unverified and stereotyped news about members of other nations, refugees or migrants; 

15. Consult the public when necessary and possible and use social media posts, but check all 

information from multiple sources and using the tools available; 

16. Proactively address topics of violent extremism and terrorism through media initiatives. 
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